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Engaging in sociotechnical systems analysis 
for cyber security risk management
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(Frequently considered – least impact – component level)

Business Risks
(Sometimes considered – medium impact – system level )
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One Solution

Risk Analysis and Management Methodology

Augment risk analysis and management 
methodologies using socio-technical 
models

Note, we may also need to adjust the 
model to cyber security requirements.

e.g. SABSA



Technique

• Adjust and include 
additional factors

• Develop techniques to 
capture  new factors 
where appropriate and 
develop  
corresponding controls

• Compare to factors in 
current risk model and 
identify additional 
requirements

• Derive factors from 
socio-technical model

Extract Compare

AdjustDevelop



Alternative Solution – Parallel Risk Assessments

e.g. Cyber Vulnerability Investigation
(MOD UK)Socio-technical 

Assessment

Technical Risk 
Assessment

Business Risk 
Assessment

Need to integrate results



Thank You


